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1.1 Introduction

Telephony systems have evolved in several phases. First, telephones were based on central offices where exchanges were operated manually. Later on, automatic switches were introduced. They were operated electromechanically by using electrical relays. The development of transistors permitted the development of electronic switches that made possible the storage of software programs and data within switches. 

This has resulted in a transition from basic telephony systems providing only the basic functionality of making phone calls, to sophisticated systems in which many features have been introduced, providing the network subscribers more control in the call establishment process. However, with the infrastructure provided by the Plain Old Telephony System (POTS), the task of introducing new features was tedious and very costly. This is because, before 1980s, features were switch-based. All the data and logic processing required by the services were located within the local node. This technique has two major drawbacks. First, since the software related to the new introduced features must be located in all the local exchange nodes (local switches) to which end-users are directly connected, any software modification should be done to all those local nodes. Second, due to the fact that different types of switches provided by different telecommunication companies could be deployed, the introduction of a new feature requires the adaptation of the related software to every type of switch in the network. With these complexities and effort required, a new feature typically requires three or four years to be deployed into the network [Lee92], [Viss95]. 

To overcome the limitations of POTS, Intelligent Networks (IN) were introduced to facilitate and accelerate in a cost-effective manner service implementation and provisioning. One of the aims of IN is independent service implementation. That is, every service provider will be able to define and develop its own services independently and then deploy them in the network. 

IN has two essential elements: Common Channel Signaling and Non-switching nodes [Viss95].

· Common Channel Signaling

The Common Channel Signaling is a signaling system where all signalings are performed over transmission paths completely separated from the voice path [Bern95]. Such a system enables the exchange of different signals, such as supervisory signals and address signals, by transmitting messages between the different nodes over a network of signaling links, instead of using the voice transmission paths. CCITT has defined two Common Channel Signaling System: CCSS6 using analog voice-band transmission and CCSS7 that evolved from the former, using the standard 64 kb/s digital transmission link [Thor94].

· Non-switching Node

The CCSS7 common channel signaling has enabled the introduction of non-switching nodes where feature logic and data could be stored. This means that the service control can be centralized in some specific nodes. Those nodes are known as Service Control Points (SCPs) and Service Data Points (SDP). They are accessible to the switch via protocols using CCSS7. 


The first IN services introduced are the 800 services (known as freephone numbers) and Automatic Calling Card Service [Viss95].

When an IN feature is to be invoked, a message indicating a request to process the feature and other related information, i.e. the caller and callee’s addresses, the calling time, etc. is sent from the switch to the SCP via the signaling network. Then the feature is processed within the SCP. When the SCP finishes processing, a response of instructions, i.e. rerouting or terminating the call, is sent from the SCP back to the switch. The switch will process the call as instructed, i.e. rerouting or terminating the call. 

However, although the CCSS7 and the SCP technology free the features from being located in the switches, the features are dependent on specific activation events and each feature has its own activating mechanism defined within the switch. A new approach was developed to handle this problem by introducing a number of well-defined feature independent activation checkpoints within the switch and defining a feature independent interface between the switch and the SCP. As a result, the deployment of a new feature does not need a modification on the switch for the specific activating mechanism. A simple information to the switch that a new feature has been deployed and should be activated under certain criteria is sufficient. 

1.2 Feature Interaction Problem


The introduction of the IN technology eased the difficulty of feature creation, deployment and maintenance. However, with the abundance of new features and their co-existence in the networks, a new problem called Feature Interaction (FI) problem was discovered [BDCG89]. A Feature Interaction is understood to be any kind of unexpected interference among multiple features. These interferences may prevent at least one of the features from behaving correctly [BDCG89]. The FI problem is complex. After several years of exploration [1stFITS92] [2ndFITS94] [3rdFITS95][4thFITS97][5thFITS98], researchers have generally agreed that it is probably not feasible to resolve all possible feature interactions at any single stage of a feature lifecycle or with any single technique [Kell94].  

Our work is motivated by the challenges, from a designer’s point of view, of detecting FIs in telecommunication network systems. 

The feature interaction problem can arise at any stage of the feature development lifecycle. Therefore, the feature interaction problem can be approached from three different angles: detection, avoidance, and resolution [CaVe93] [2ndFITS94]. Furthermore, detection and resolution may be divided into on-line and off-line techniques, as discussed in the introduction of [2ndFITS94]. Off-line methods deal with the problem before deployment. On-line methods deal with it after deployment. 

· Detection 

The objective of a detection approach is to analyze a set of independently specified features and determine whether or not there are any interactions between their joint behavior [BoLo93], [Thom97], [FaL397], [NaKK97], [KaLo98]. Detection can be applied through the whole lifecycle of a feature, since the cause of interaction can be related to any phase of the feature lifecycle. 

· Avoidance

An avoidance mechanism for unwanted interaction assumes that the causes of the interaction are known and an architectural or analytical approach is defined to prevent the manifestation of such interactions [MiTJ93]. The avoidance approach is most suitable in the early phases of specification and design of features. An example of the application using the avoidance approach is the Wireless Intelligent Network (WIN) protocol, where the feature interaction problem is solved by giving pre-defined priorities to different features [Grin97].

· Resolution

The objective of a resolution mechanism is to find appropriate solutions to interactions that manifest themselves at execution time. Several approaches have been proposed in [Chen94][IrEr97] [BAEQ98]. 

Formal Description Techniques (FDTs) such as LOTOS [ISO8807] and SDL [CCITT87] have proven useful in detecting feature interactions at the specification level [Zave93]. A formal description of the system behavior with the introduced features can provide an unambiguous and precise view of the system and of the new integrated features. The formal analysis and validation methods are also based on this formal description of the system.

The main subject of this thesis is the investigation of techniques based on FDT LOTOS for the detection of unwanted feature interactions.

1.3 Feature Interaction Contest

On the occasion of the Fifth International Workshop on Feature Interactions in Telecommunications and Software Systems (FIW'98), an international Feature Interaction (FI) detection contest was held [GTGB98]. The contest offered an opportunity to compare the efficiency and the adaptability of different methods and tools in the detection of feature interactions. Inviting research teams of all schools of thought to compete, under controlled conditions, in accomplishing a specific and predetermined task, set a basis to permit the assessment of the advantages and capabilities of the various methodologies.
The contest specifications modeled a telephony network as a collection of black boxes, communicating with each other via defined interfaces. They defined POTS and 12 switch-based and IN features as sequences of events taking place on these interfaces. The contestants were required to develop an automated FI detection tool and apply it to detect the FI between these features. The tool was evaluated by 1) its coverage, that is, the number of features actually defined in the tool language, 2) the number of valid feature interactions found [NBGO98]. 

Six teams joined the contest as follows, 

· AT&T Research Labs, in New Jersey, USA

· Institute d’Informatique et de Mathematiques Appliquees de Grenoble, in Grenoble, France 

· University of Ottawa

· University of Sherbrooke, in Quebec, Canada 

· Uppsala University, in Sweden 

· University of Waterloo, in Ontario, Canada. 

The winner was the IMAG team from France and the University of Ottawa team was ranked second. 

The IMAG team adopted a synchronous approach using Lustre as the specification language and Lustess as the FI detection tool [BORZ98], where the system, the features and the property checker are modeled as synchronous systems. Synchronous systems have cyclic behaviors: at each tick of a global clock (also called instant of time), all inputs are read and all outputs are emitted. Every reaction to inputs is theoretically instantaneous. The FI detection system using Lustess consists of three components: the system under test, an input data generator and an oracle system. The input and output of the system are both boolean. The input data generator is built by Lustess according to the description of the environment that is interacting with the system and randomly produces test data at each instant of time in response to the system outputs. The oracle system plays the role of property checker, which checks the validity of the system based on the dynamically produced input to and program-reaction output from the system under test and outputs the verdict as Boolean. 

The University of Ottawa team adopted two methods, both based on the use of the FDT LOTOS and its tools: one of the methods is presented in this thesis; another method, is based on the concept of Observers [QPLS99]. 

1.4 Contributions of the Thesis

The contributions of this thesis are in two areas: 1) a model of telephony network integrated with both switch-based features and IN features and 2) a system for detecting feature interactions at the specification level.

1.4.1 Contribution 1: A model for specifying in LOTOS a telephony system integrated with both switch-based features and IN features 


In chapter 3 and 4, we present a model for specifying a telephony system integrated with both switch-based features and IN features using a mixture of resource-oriented style and state-oriented style as well as a specially organized Abstract Data Type hierarchy. The billing database and the user status database are specified using ADT pyramids to reflect their hierarchical architectures. The system framework is specified in a resource-oriented style to preserve its interface integrity. The Basic Call Process and the integrated features are specified using the state-oriented style to enhance reusability and to preserve consistency with their scenario definition. By introducing Feature Activation Process, rapid feature integration is achieved in the sense that any feature, switch-based feature or IN feature, can be added to the global specification without any major modification.    

1.4.2 Contribution 2: Adding the system properties into the traditional formal FI definition

In Chapter 5, we expand the traditional formal FI definition presented by P. Combes et. al [CoPi94] and W. Bouma [BoZu92], which addresses the FI problem as a violation of integrated feature properties due to the introduction of new features into the network, by adding system properties into the set of properties to be checked. Such properties include the correctness of billing and the consistency of successive signals given to user. 

1.4.3 Contribution 3: A Feature Interaction Detection System

In Chapter 5, a Feature Interaction Detection System is described for detecting feature interactions between switch-based features and IN features. This system is developed upon the improved FI formal definition described in contribution 2. It is limited to interactions occurring at the abstract specification level and resulting in violation of system/feature properties. The FI Detection System consists of five parts: Scenario Designer designs specific test scenarios for the pair of features to be considered; Integrator integrates the test scenario and a global process monitoring system property violations into the system specification; FI Hunter detects those FI traces violating the system properties, e.g. conflicting signals given to users or incorrect billing actions, and those potential FI traces where both features have been executed and need to be further analyzed; Property Checker checks the potential FI traces found by FI hunter with the properties of the activated features and filters out the real FI traces where the features properties do not hold; the final step, MSC Translator translates FI traces found by both FI Hunter (FIs violating the system properties) and Property Checker (FIs violating the feature properties) from LOTOS traces into the format of Message Sequence Charts (MSC) and compiles them into a final FI report. 

An application of the system on two switch-based (CFBL, TWC) and two IN features (INTL, INFB) is presented in this thesis. However, all pair-wise combinations of twelve features were analyzed for the contest. 

1.4.4 Contribution 4: Towards a method for feature interaction detection.


Although we do not claim that a general method for feature interaction detection was developed in this thesis, some contributions towards a method were presented. The main ideas are described in §5.3 §5.4 §5.5 §5.6. We start from the specification of system and feature properties, and then we provide several mechanisms for detecting violations of these properties. 

1.5 Organization of the thesis

The four remaining chapters will cover the following issues:

Chapter 2: Related Work: Formal Methods for Specifying the telephony networks and Detecting FI 

We present a survey of related work on formalisms used to specify telephony systems and on FI detection methods using FDT. 

Chapter 3: System Model Design

We describe the design to a telephony system model integrated with both switch-based features and IN features and discuss the Basic Call Process, the classification of features, and the concepts of feature integration and activation. Two switch-based and two IN features are used as examples to illustrate the feature integration and the feature activation in the system model. 

Chapter 4: LOTOS Specification of the System Model

First, we give a brief introduction to the LOTOS specification language by describing its main operators and by giving examples of their use in the context of telephony network specification. Then, we discuss four main styles of writing LOTOS specifications for telecommunication systems. Finally, we present a LOTOS formal specification developed for the telephony system model defined in Chapter 3. This is done using a mixture of resource-oriented style and state-oriented style, as well as a specially organized ADT hierarchy. 

Chapter 5: Feature Interaction Detection System

We describe an improved formal definition of FI and a Feature Interaction Detection System (FIDS) developed based upon this definition. Two switch-based and two IN features are used as examples to illustrate how FIDS is applied to detect feature interactions between the given features. Finally, an evaluation of FIDS is performed by comparing the FIs detected by FIDS with those in the FI benchmark issued by the contest committee.

Chapter 6: Conclusions and Future Work

Conclusions and future work are presented in this chapter. 
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