Data Flow Analysis of System Specifications in LOTOSHans van der Schoot and Hasan UralUniversity of OttawaDepartment of Computer ScienceOttawa, Ontario, Canada K1N 9B4AbstractIn LOTOS, a system is specified as a behaviour expression describing theexternally observable behaviour of the system in terms of possible sequences ofinteractions between the system and its environment. The desired control flow and dataflow that must be established by a possible implementation of the system are specified inthe behaviour expression as implicit enumarations of allowed sequences of interactionidentifiers and relationships among interaction parameters, respectively.A model exposing the desired flow of data within the allowed control flowexpressed in a system specification in LOTOS is presented. Based on the explicitinformation provided by the model, data flow anomaly detection and data flow oriented testselection are facilitated. A comprehensive example, i.e. an alternating bit protocolspecification, is used to illustrate both these validation activities. An error in thisspecification is revealed by the analysis of a data flow anomaly detected within thespecification. A set of test paths is derived from the specification by the application of anexisting data flow oriented test selection criterion, called all-uses criterion.Index TermsSpecification languages, modelling, software testing, data flow analysis, test generation

21. IntroductionLOTOS (Language Of Temporal Ordering Specification) is a standard formaldescription technique developed within ISO for specifying, among others, distributedconcurrent information processing systems [2, 13, 15]. This language adopts most of itsconcepts from Milner’s CCS [17] and Hoare’s CSP [11]. It is based on process algebraicmethods and uses the model of labelled transition systems as underlying semantics.A system is specified in LOTOS as a behaviour expression describing the externallyobservable behaviour of the system in terms of possible sequences of interactions that thesystem exchanges with its environment. Each interaction can be viewed as an interactionidentifier followed by a list of interaction parameters. Information is transferred to and fromthe system by means of these parameters. The implicit enumaration of possible interactionsequences of a system in a behaviour expression is in fact a description of the desiredcontrol flow and data flow that must be established by any implementation of the system.The control flow is described basically by the possible sequences of interaction identifiers,whereas the data flow is described by the relationships among the interaction parametersassociated with the different interaction identifiers. In this paper it is demonstrated that theexplicit identification of the desired flow of data within the allowed control flow expressedin a system specification in LOTOS supports static data flow analysis [6] based validationactivities, namely, data flow anomaly detection and data flow oriented test selection.A data flow anomaly (i.e. a variable which is defined but is not subsequentlyreferenced) in a given specification may be considered as a symptom of possible errors(e.g. design omissions). The detection of data flow anomalies in a system specificationshould be an integral part of validation activities performed at this early stage of thedevelopment process, since corrective actions for specification errors that are not detecteduntil implementation and (conformance) testing can be very costly.Data flow oriented test selection has been promoted for testing the data flow aspectsof a system implementation [7, 14, 18, 20] for conformance to its specification [23, 24].The tests constructed from a system specification by data flow oriented test selectionmethods are considered complementary to those that are obtained by control flow orientedtest selection methods, which concentrate on testing the conformance of control flowaspects of a system implementation. Although various control flow oriented test selectionmethods have been proposed for LOTOS [3, 4, 5, 8, 25], the applicability of (static) data

3flow analysis based validation techniques to system specifications in LOTOS has not beeninvestigated.Both data flow anomaly detection and data flow oriented test selection are based onthe identification of the flow of data, that is the associations between definitions (i.e.defining occurrences [13]) of variables and uses (i.e. applied occurrences [13]) ofvariables, within the allowed control flow expressed in a system specification. In order toestablish the associations between definitions and uses of variables in a systemspecification in LOTOS, occurrences of variables must be classified as definitions or usesand the relative position of these definitions and uses must be determined. The informationrequired for both data flow anomaly detection and data flow oriented test selection is thenmade explicit by the proposed model, i.e. the flowgraph representation of a systemspecification in LOTOS.The work presented in this paper has been stimulated to a large extent by traditionaldata flow analysis based software validation methods [6, 10, 12, 19, 26]. These methodswere originally intended for programs written in procedural programming languages. Theirapplicability to concurrent programming languages which embody synchronization andcommunication constructs presents considerable challenges [21, 22] in terms of constraintsplaced on interprocess communication during the construction of a flowgraphrepresentation. Like concurrent programming languages, LOTOS incorporates mechanismsfor interprocess communication and synchronization. Furthermore, LOTOS includes otherpowerful operators, e.g. for disabling a behaviour expression, for enabling a behaviourexpression, and for hiding observable actions in a behaviour expression. Such mechanismsand operators, which are typically absent in procedural programming languages, arehandled by the rules proposed in this paper for the construction of a flowgraphrepresentation of a system specification in LOTOS.The rest of the paper is organized as follows. Section 2 discusses the data flowanalysis of LOTOS specifications, defines the rules for constructing a flowgraph from aLOTOS specification, and presents the classification of the variable occurrences in aflowgraph as definitions and uses. As an example, section 3 gives the flowgraphrepresentation of an alternating bit protocol specification in LOTOS. Section 4 discusses theapplication of the static data flow analysis based validation activities: data flow anomalydetection and data flow oriented test selection. Finally, section 5 contains the concludingremarks.

42. Data Flow Analysis of LOTOS SpecificationsLOTOS specifications which are considered in this paper do not contain:•recursive process instantiations with non-identical gate relabelling;•recursive process instantiations which are not tail recursive1;•generalized parallel constructs (par expressions);•generalized choice constructs (sum expressions) over gates.These assumptions do not necessarily restrict in practice the applicability of data flowanalysis to LOTOS. First of all, in order to obtain a recursive process instantiation withidentical gate relabelling one can fall back on dynamic expansion; the correspondingprocess definition can be unfolded by repeated process instantiations until the actual gatesare found to be identical to the formal gates. As a list of a finite number of gates only has afinite number of permutations, the expansion will end after a finite number of steps.Secondly, the assumption that recursive process instantiations should be tail recursive isdue to the common problem of representing non-tail recursion in a graph. This kind ofrecursion can always be avoided in the attempted definition of a process behaviour. Finally,the two generalized constructs mentioned above are only short-hands for other LOTOSexpressions which are handled by the mapping of a behaviour expression to a flowgraph,as defined in the next section.2.1 Mapping a Behaviour Expression to a FlowgraphThe flowgraph of a LOTOS specification is defined as the flowgraph of thebehaviour part of the specification. Let "specification S[<gate list>] (<parameter list>) :<functionality> <data types> behaviour B endspec" be a definition of a LOTOSspecification, where S is the specification identifier. The flowgraph of S is the flowgraphof B (henceforth denoted by G(B)). The transformation of B into G(B) is defined as amapping from B to a directed graph (N, E), whereN = {n | n is an o-node, i-node, p-node, c-node, or s-node}, andE = {e | e is an r-edge, s-edge, or e-edge}.Informally, the transformation of a behaviour expression B into the flowgraphG(B) is such that:•an o-node represents an observable action in B;•an i-node represents an internal action in B;1In LOTOS a recursive process instantiation is not tail recursive if it occurs just before the enable ordisable operator.

5•a p-node represents a process instantiation in B;•a c-node represents a nullary, unary (except for the action prefix), or binaryconstructor in B;•an s-node represents a synchronization with value passing in B;•an r-edge represents static control flow in B;•an e-edge represents dynamic control flow caused by enabling in B;•an s-edge represents dynamic control flow caused by a synchronization with valuepassing in B;All the nodes in N except s-nodes are labelled: an o-node or i-node with the correspondingaction denotation, a p-node with the corresponding process identifier, and a c-node with thecorresponding constructor denotation. The flow of control between nodes is represented byedges. The distinction in E between edges representing static control flow (i.e. ther(egular)-edges) and edges representing dynamic control flow (i.e. the e(nable)-edges andthe s(ynchronization)-edges) is merely based on the syntactic structure of B. The r-edgesare the edges as present in the abstract syntax tree of B [13], whereas the e-edges and s-edges reflect dynamic aspects of B [13]. The edges in E may have predicates associatedwith them. This is due to the fact that predicates affect both control flow and data flow andshould therefore be incorporated in the flowgraph.In this study, the definition of the flowgraph mapping is by recursion over LOTOSbehaviour expressions, i.e. the flowgraph of a compound behaviour is defined in terms ofthe flowgraphs of its components. Therefore, it is understood that the former is not definedif any of the latter is not defined. To facilitate the mapping of a behaviour expression into aflowgraph, a single node in each flowgraph is identified as the entry node. The concept ofentry node makes it possible to define the mapping in terms of separate rules for differentsyntactic LOTOS constructs. Each rule thus describes how the flowgraph of the LOTOSconstruct under consideration is built and defines a unique entry node for it. The formaldefinition of the flowgraph mapping G: B fi < N, E > is given below, and is attended bythe following notational conventions:•L stands for the universe of (labels of) observable actions;•B (as well as B1, B2, or Bp ) stands for a LOTOS behaviour expression;•i stands for the internal action;•d stands for the successful termination action;•a(B) ˝ L stands for the set of observable actions in B, i.e. the alphabet of B;•di (as well as ei ) stands for an experiment offer, i.e. di = ?xi:si or di = !Ei, where xi:sidenotes a variable xi of sort si, and Ei denotes a value expression.

6InactionThe expression stop represents the completely inactive behaviour.R 1 G(stop) consists of a c-node with label stop. This node is also the entry node ofG(stop).Successful terminationThe behaviour expression exit(E1,...,Ek) can perform the special, succesfultermination action d, and may thereby offer values E1,...,Ek.R 2 G(exit(E1,...,Ek)), where k‡0, consists of a c-node with label exit. This node isalso the entry node of G(exit(E1,...,Ek)).Action prefixThe behaviour expression ad1...dk[P];B can, subject to condition P (if any), engagein action a with associated input and/or output parameters (the possibly empty experimentoffer list d1...dk), and then proceed as B.R 3 G(ad1...dk[P];B), where k‡0 and a ˛L¨{i}, is constructed by creating an o-node(when a ˛L) or an i-node (when a=i) with label a and with an outgoing r-edge tothe entry node of G(B); the predicate P (if any) is associated with this r-edge. Theo-node or i-node with label a is the entry node of G(ad1...dk[P];B).ChoiceThe behaviour expression B 1 [] B 2 either behaves like B 1 or like B 2.Consequently, the flowgraph of B1 [] B2 has two subgraphs, namely G(B1) and G(B2).R 4 G(B1 [] B2) is constructed by creating a c-node with label [] and with an outgoingr-edge to the entry node of G(B1) and an outgoing r-edge to the entry node ofG(B2). The c-node with label [] is the entry node of G(B1 [] B2).DisablingThe behaviour expression B1 [> B2 describes a composition that allows B2 todisable B1 at any time, as long as B1 has not terminated successfully. The variable scopingof B1 [> B2, as defined by the LOTOS static semantics [13], makes it impossible for a

7variable defined in B1 to be referenced in B2, and vice versa. Hence, it suffices to treat thedisable operator like the choice operator during the flowgraph construction.R 5 G(B1 [> B2) is constructed by creating a c-node with label [> and with an outgoingr-edge to the entry node of G(B1) and an outgoing r-edge to the entry node ofG(B2). The c-node with label [> is the entry node of G(B1 [> B2).EnablingThe behaviour expression B1 >> accept x1:s1,...,xk:sk in B2(x1,...,xk) describesa sequential composition; it expresses the enabling of B2 by B1 if B1 terminatessuccessfully. When the list of variable declarations in the accept construct is not empty (thatis when the accept construct is present) values are passed from B1 to B2.R 6 G(B1 >> accept x1:s1,...,xk:sk in B2(x1,...,xk)), where k‡0, is constructed asfollows:¥create a c-node with label >> and with an outgoing r-edge to the entry node ofG(B1) and an outgoing r-edge to the entry node of G(B2). This c-node is the entrynode of G(B1 >> accept x1:s1,...,xk:sk in B2(x1,...,xk)),¥add an e-edge from all c-nodes in G(B1) with label exit to the entry node of G(B2),and replace these c-nodes by i-nodes with label iexit.HidingHiding can transform some observable actions in a behaviour expression intointernal actions, thereby making them unavailable for further synchronization.R 7 G(hide D in B), where D ˝ L, is constructed by creating a c-node with label hideand with an outgoing r-edge to the entry node of G(B), and by replacing every o-node in G(B) with label l ˛D by an i-node with label l. The c-node with label hideis the entry node of G(hide D in B).Process instantiation and relabellingA process instantiation P[a1,...,al](E1,...,Ek) refers to a process definition thatmust exist somewhere in the specification. A process definition packages behaviour just asa procedure packages statements in a conventional programming language. It may definefixed behaviour, or it may define a variety of behaviours according to parameters. Also, a

8process definition may instantiate itself in which case the instantiation is said to berecursive.Let G(B[a1/a’1,...,al/a’l]) denote the flowgraph G(B) in which every o-node withlabel a ’j ( 1 £ j£ l) has been assigned a new label a j. Accordingly, G (B ) andG(B[a1/a’1,...,al/a’l]) are two different graphs if there is at least one j such that aj „ a’j.R 8 Let "process P[a’1,...,a’l](x1,...,xk) := Bp endproc" be a process definition,where k‡0 and l‡0, then G(P[a1,...,al](E1,...,Ek)) is constructed as follows:¥if P[a1,...,al](E1,...,Ek) is not a recursive instantiation, then create a p-node withlabel P and with an outgoing r-edge to the entry node of G(Bp[a1/a’1,...,al/a’l]).The p-node with label P is the entry node for G(P[a1,...,al](E1,...,Ek));¥if P[a1,...,al](E1,...,Ek) is a recursive instantiation, then-if "j, aj = a’j, then create a p-node with label P and with an outgoing r-edgeto the entry node of G(Bp)2;-if $j such that aj „ a’j, then create a p-node with label P and with anoutgoing r-edge to the entry node of G(Bp[a1/a’1,...,al/a’l]).The detection of recursion in this rule is only achieved for process instantiationswhich are free from non-identical gate relabelling. Recursion with non-identical gaterelabelling cannot be detected statically. As an example consider the following processdefinition:process P[a,b] := a;P[b,a] endprocWhen process P[a,b] instantiates itself for the second time by means of ’P[b,a]’, thisis in fact an instantiation ’P[a,b]’ due to dynamic relabelling. However, this cannotstatically be detected, because the relabelling is necessarily done after completion of theflowgraph construction. G(a;P[b,a][b/a, a/b]) is constructed over and over again,corresponding to an infinite number of applications of rule R8. As a result, the flowgraphof the behaviour defined by the process causing the recursion is undefined, and thus theflowgraph of the instantiation itself is undefined.2G(Bp) is already under construction, as the recursive instantiation P[a1,...,al](x1,...,xk) appears in Bpitself. This recursion is thus represented as such in the flowgraph.

9Parallel compositionThe behaviour expression B1 |[A]| B2 describes a composition in which B1 and B2must synchronize on the actions in A. It can perform any action not in A that either B1 orB2 is ready to perform, or any action in A ¨{d} that both B1 and B2 are ready to perform.B1 and B2 composed in parallel are said to affect each other in terms of the possible flow ofdata if the effect of synchronization is value passing. Only in this case data is exchangedbetween B1 and B2. On the other hand, if the effect of synchronization is either valuematching or value generation then there is no explicit exchange of data, but there is onlyvalue agreement (see Table 1).Table 1. Conditions for and effect of synchronization in LOTOS.experimentoffer diexperimentoffer eiconditioneffect!t1!t2value(t1) = value(t2)value matching!t?x:svalue(t) ˛ svalue passing?x1:s1?x2:s2s1 = s2value generationR 9 G(B1 |[A]| B2), where A ˝ a(B1)¨a(B2), is constructed as follows:¥create a c-node with label |||, |[A]|, or ||, when A = ˘, a(B1)¨a(B2) � A, or A =a(B1)¨a(B2), respectively, and with an outgoing r-edge to the entry node ofG(B1) and an outgoing r-edge to the entry node of G(B2). This c-node is the entrynode for G(B1 |[A]| B2),¥let n1 be an o-node in G(B1) representing an (observable) action ad1...dk and let n2be an o-node in G(B2) representing an action ae1...ek (see rule R2, action prefix),such that k>0, a˛A, and di and ei (1£i£k) satisfy the synchronization conditionsdepicted in Table 1. For every pair of o-nodes (n1, n2), whose correspondingactions can potentially interact according to the semantics of the |[A]|-operator, dothe following (1£j£k):i)if $i di = !Ei and ei = ?xi:si then create an s-node with an incoming s-edgefrom n1 and an outgoing s-edge to n2;ii)if $i di = ?xi:si and ei = !Ei then create an s-node with an incoming s-edgefrom n2 and an outgoing s-edge to n1.In the above rule case i) covers the situation where there is value passing from B1 to B2,and case ii) handles value passing in the opposite direction. Note that rule R9 excludesinteractions via the succesful termination action d since no value passing is involved.

1 0 In the proposed analysis it can only be concluded that an interaction may causevalue passing. The absence of the actual values of the interaction parameters makes itgenerally impossible to determine statically whether synchronization will really occur.Therefore, it is important to note that due to the static nature of the analysis, the s-nodes ina flowgraph represent potential interactions, which are derived according to R9 from thepotential interactions implied in a behaviour expression. As an example, consider thefollowing LOTOS description of a two-slot buffer:hide mid inCell[in,mid] |[mid]| Cell[mid,out]w h e r e process Cell[a,b]:=a?x:nat; b!x; Cell[a,b]endprocThe corresponding flowgraph is depicted in Fig. 1.a. A diamond, rectangle, shaded circle,circle, double circle, normal edge and dotted edge represents a c-node, p-node, o-node, i-node, s-node, r-edge and s-edge, respectively. It should be observed that data may "flow"from the left Cell process to the right Cell process via interactions on the internal gatemid. The representation of this value passing is achieved in the flowgraph by theconnection between the two i-nodes with label ’mid’ (representing the respective actions inthe two Cell processes) via an s-node and (directed) s-edges. In fact, rule R9 first joinsthe two actions mid as o-nodes, after which rule R7 replaces the o-nodes by i-nodes. Thereader can easily verify the complete flowgraph in Fig. 1.a by applying the flowgraphconstruction rules to the two-slot buffer.dx,dycxcyCellCellinmidCellhide

|[mid]|midoutCellCellCellinmidCellhide

|[mid]|midoutCellab

1 1 Fig. 1. A Two-slot Buffer.

1 2 Guarded behaviourA guard associated with a behaviour imposes a condition on the progress of thatbehaviour.R10G([P]fiB) is constructed by creating a c-node with label guard and with anoutgoing r-edge to the entry node of G(B); P is associated with this r-edge. The c-node is the entry node for G([P]fiB).Local definitionA "let" construct allows the replacement of complex value expressions in abehaviour expression by variables.R11G(let x1 = E1,...,xk = Ek in B(x1,...,xk)) (k>0) is constructed by creating a c-nodewith label let and with an outgoing r-edge to the entry node of G(B). The c-node isthe entry node for G(let x1 = E1,...,xk =Ek in B(x1,...,xk)).Generalized choiceA "choice" construct (also: "summation") can be used to range over a possiblyinfinite set of values.R12G(choice x1:s1,...,xk:sk [] B(x1,...,xk)) (k>0) is constructed by creating a c-nodewith label sum and with an outgoing r-edge to the entry node of G(B). The c-nodeis the entry node for G(choice x1:s1,...,xk:sk [] B(x1,...,xk)).2 . 2 Classification of VariablesBefore variable occurrences are classified as defs and uses, the variables must beexamined with respect to the scope of their declaration. A variable in LOTOS has localsignificance, i.e. the variable is unique only within a particular part of the specificationwhich is defined by the scope of the declaration of the variable. Therefore, the sameidentifier can be used for several variables which serve different purposes. Renaming ofsuch variables in the specification is necessary to avoid global conflicts that might arise inthe flowgraph. After the variable renaming, the variable occurrences in the specification,occurring either as part of a syntactic element associated with a node in the flowgraph, or ina guard or selection predicate associated with an edge in the flowgraph, can be classified asdefinitions or uses. A definition (or def) of a variable x at node n (denoted by (dx)n) is an

1 3 occurrence of x by which it takes a value, and a use of a variable x at node n (denoted by(ux)n) or on edge (n, m) (denoted by (ux)(n,m)) is an occurrence of x by which its value isreferenced. In LOTOS, a def or a use of a variable is then interpreted as a variableoccurrence in an ’identifier-declaration’ or a ’value-expression’, respectively [13]. As in[20], a use of a variable is further classified as a computational use (c-use, denoted by(cx)n) or a predicate use (p-use, denoted by (px)(n,m)). A use of a variable in LOTOS is a p-use if the variable occurs in a guard or selection predicate, otherwise it is a c-use.The following convention is used to identify defs, c-uses, and p-uses in theflowgraph G(B) of behaviour expression B:a.An o-node or i-node with label a, representing an action ad1...dk which is notinvolved in any value passing3, contains for i = 1,...,k¥a def of xi if di = ?xi:si¥a c-use of each variable in Ei if di = !Eib.A c-node with label exit, representing an exit construct "exit(E1,...,Ek)" withoutany subsequent enabling (see rule R6) contains a c-use of each variable inE 1,...,E k,c.An i-node with label iexit, representing an exit construct "exit(E1,...,Ek)" followedby an accept construct "accept x1:s1,...,xk:sk in" (see rule R6) contains a c-use ofeach variable in Ei followed by a def of xi (1£i£k),d.A p -node with label P , representing a n o n -recursive i n s t a n t i a t i o n P[a1,...,al](E1,...,Ek) of a process definition "process P[a’1,...,a’l](x1,...,xk) :=Bp endproc"contains a c-use of each variable in Ei followed by a def of xi(1£i£k),e.A p-node with label P, representing a recursive instantiation P[a1,...,al](E1,...,Ek)of a process definition "process P[a’1,...,a’l](x1,...,xk) := Bp endproc" containsa c-use of each variable in Ei followed by a def of xi (1£i£k) if Ei „ xi ,f.A c-node with label let, representing a local variable declaration construct "let x1 =E1,...,xk = Ek in" contains a c-use of each variable in Ei followed by a def of xi(1£i£k),g.A c-node with label sum, representing a generalized choice construct "choicex1:s1,...,xk:sk []" contains defs of x1,...,xk,h.An r-edge associated with a guard or selection predicate [P(E1,...,Ek)] contains a p-use of each variable in E1,...,Ek.3An o-node or i-node is involved in value passing when it has an incoming or outgoing s-edge.

1 4 In case of a recursive process instantiation it follows from e) that if Ei = xi, the p-node inquestion does not contain a c-use of xi before a def of xi. The rationale here is that since thevalue of xi has not changed, no new associations between a def of xi and uses of xi shouldbe introduced.s-nodes, created by rule R9 for parallel composition, are used to represent thepotential interactions expressed in a given behaviour expression which may cause valuepassing. These nodes contain the definitions and uses of variables which can be identifiedin those experiment offers of actions not covered by a), that actually cause the valuepassing. Definitions and uses of the variables in the remaining experiment offers are stillassociated with their original nodes.i.An s-node representing the interaction between two actions ad1...dk and ae1...ekcontains a c-use of each variable in Ei followed by a def of xi if di = !Ei and ei =?xi:si, or di = ?xi:si and ei = !Ei (1£i£k)j.An o-node (or i-node) representing an action ad1...dk , which is involved in valuepassing together with an o-node (or i-node) representing an action ae1...ek ,contains for i = 1,...,k¥ a def of xi if di = ?xi:si and ei = ?yi:si¥ a c-use of each variable in Ei if di = !Ei and ei = !FiIt should be noted that j) complements a) for o-nodes and i-nodes. It also complements i)because i) covers value passing whereas j) covers the other two interaction types, i.e. valuegeneration and value matching.As an example, consider once more the LOTOS description of a two-slot buffergiven in Section 2.1. Although at first it may look like there is only one variable involved,two different variables should be distinguished due to the two instantiations of the Cellprocess. One of the variables is renamed to avoid scope conflicts. The classification of thevariable occurrences in the LOTOS description of the two-slot buffer is given in Fig. 1.b.3. A Complete ExampleIn the appendix, a LOTOS specification of the alternating bit protocol (ABP) isgiven [1]. This protocol supports a reliable, uni-directional data transfer service betweentwo users, the AB source and the AB sink. It uses an unreliable medium to send andreceive AB PDUs and acknowledgements. In order to ensure that data is delivered in thecorrect order, the AB PDUs and acknowledgements carry a sequence number. Thesequence numbers are calculated modulo 2, i.e. they alternate between 0 and 1.

1 5 The ABP specification is used as an example to illustrate the mapping from aLOTOS specification to a flowgraph and the classification of variables in a flowgraph.3 . 1 The Flowgraph of the ABPThe flowgraph obtained by applying the mapping in section 2.1 to the ABPspecification in the appendix is given in Fig. 2. For ease of presentation, the s-nodes and s-edges of this graph are not shown in Fig. 2 but listed in Table 2.Table 2. s-nodes and s-edges in the flowgraph of the example ABP (see Fig.2).s-nodes6768697071s-edges(10,67)(67,34)(45,68)(68,14)(38,69)(69,52)(55,70)(70,41)(58,71)(71,41)3 . 2 Definitions and Uses of Variables in the ABPEach variable occurrence in the ABP specification must be classified as a def, c-use,or p-use, and allocated to the nodes and edges in the flowgraph of the specification. Inorder to avoid global conflicts, variables with the same name but with a different scope arefirst renamed uniquely. The result of this renaming is shown in Table 3 where the variablemsg in line number 46 is renamed twice, because of the two instantiations of processmedium in line number 39. The classification of each variable occurrence in the flowgraphof the ABP specification as a def, c-use, or p-use is given in Table 4. Note that the p-nodes21 and 64, representing recursive instantiations of processes "safemesser" and "safeacker"respectively (line numbers 71 and 104), do not contain any uses and defs since the valuesof the variables in these instantiations have not been changed (see case e), Section 2.2).Table 3. Renaming of variables in the ABP specification.variablelinenumberrenamingseqsender53seqsender1seqsender60seqsender2seqreceiver92seqreceiver1seqreceiver99seqreceiver2seqreceiver107seqreceiver3datamsg54datamsg1datamsg60datamsg2msg46msg1msg46msg2pdu108pdu1pdu101pdu2

1 6 ok101ok 1 7 1 8 Table 4. Definitions and uses of variables for the example ABP.Node/edgeNode/edge3(dseqsender1)3(61,62)(pok)(61,62)4(ddatamsg1)462(cpdu2)62, (ddatamsg3)626(cdatamsg1)6, (ddatamsg2)6(63,64)(pok)(63,64)30(cseqsender1)30, (dseqsender1)3065(cdatamsg3)6547(dseqsreceiver1)4766(cseqreceiver1)66, (dseqreceiver1)6649(cseqreceiver1)49, (dseqreceiver2)4967(cdatamsg2)67, (dseqsender2)67,(dmsg1)6751(cseqreceiver2)51, (dseqreceiver3)5168(cmsg2)68, (dack)68(54,55)(ppdu1)(54,55)(pseqreceiver3)(54,55)69(cmsg1)69, (dpdu1)6956(cpdu1)56, (dpdu2)56(dok)5670(cseqreceiver3)70, (dmsg2)70(57,58)(ppdu1)(57,58)(pseqreceiver3)(57,58)71(cseqreceiver3)71, (dmsg2)7159(cpdu1)59, (dpdu2)59(dok)594 . Data Flow Analysis Based Validation ActivitiesThe flowgraph representation of a given specification is intended for two mainpurposes, viz. data flow anomaly detection and data flow oriented test selection. Byidentifying definitions and uses of variables, the flowgraph representation of a specificationprovides the capability of detecting data flow anomalies which may indicate possible errorsin the specification. Furthermore, by exposing the required information for establishing theassociations between each use of a variable and those defs of variables which influence thatuse, the flowgraph representation provides the capability of applying data flow oriented testselection criteria to the specification. This results in the systematic selection of a set of testpaths which can be used for validating data flow aspects of possible implementations forconformance to the specification.4 . 1 . Data Flow Anomaly DetectionThe identification of definitions and uses of variables in a LOTOS specificationfacilitates data flow anomaly detection. A data flow anomaly is an abnormal pattern ofactions on a variable during execution, abnormal in the sense that common expectations ofhow variables are to be used in the execution are violated. The occurrence of a data flowanomaly in a specification may be an indication of the existence of a specification error.Common errors such as misspelling, confusion among identifiers, and incorrect parameter

1 9 usage often produce such anomalies. The detection of data flow anomalies can thus be usedfor detecting errors and for upgrading the quality of a specification, particularly of large andcomplex specifications.Three important types of data flow anomalies can be distinguished, based on theclassification of variable occurrences as definitions and uses [6]:¥using (c-use or p-use) a variable which is not defined before,¥redefining a variable before it is used, and¥defining a variable without subsequent use.Anomalies of the first type, i.e. referencing undefined variables, would be static semanticserrors in LOTOS. They can be detected prior to the static data flow analysis by a LOTOSstatic semantics analyzer [16]. Thus, only static semantically correct LOTOS specificationsare considered to be mapped into a flowgraph representation. The second anomaly,redefining a variable without first using it, does not occur in LOTOS. Variables in LOTOShave a mathematical character and can only be bound to a value once; each definition of avariable introduces a new, unique variable identified by its name and the scope of itsdeclaration. However, this particular declaration concept transforms an anomaly of thesecond type into an anomaly of the third type, i.e. defining a variable without subsequentlyusing it. Anomalies of the third type typically do indicate possible errors in a LOTOSspecification. Although it is syntactically and semantically allowed to have a definition of avariable without subsequent reference, this often refers to a badly written part in thespecification. The following are some frequently occurring data flow anomalies in LOTOSspecifications:¥a definition of a variable in the formal parameter list of a process definition does nothave a subsequent use in the body of the process definition,¥a definition of a variable in the variable declaration list of an accept construct doesnot have a subsequent use in the enabled behaviour, or¥a definition of a variable without subsequent use occurs at a place where it would beappropriate to have a use of a previously defined variable.A particular data flow anomaly of interest is in the ABP specification given in theappendix. This data flow anomaly is related to the variable ’ack’ in line number 80. Thevariable is defined but never used (see Table 5). In fact, the analysis of this anomaly leadsto the detection of a serious error. The acknowledgement received by the sender is neverchecked for its sequence number. This can lead to incorrect behaviour in the ABP, asshown by Fig. 3. The time sequence diagram in this figure illustrates a scenario in which

2 0 the sender sends a message with sequence number 0. The message is received by thereceiver, but before the corresponding acknowledgement reaches the sender, the timerexpires, causing retransmission of the last message. After the sender receives theacknowledgement with sequence number 0, it sends a new message with sequence number1, which gets lost. Meanwhile, the receiver receives the retransmitted message. Thismessage is also acknowledged with sequence number 0, as the sender’s sequence numberand the receiver’s sequence number do not match. If this acknowledgement is received bythe sender before a timeout, it will be interpreted as an acknowledgement for the lostmessage and a new message may be sent by the sender.senderreceivermediumtimeoutloss

0M0Aseqsender = 0seqreceiver = 0seqsender = 1seqreceiver = 10M0AM1= message with sequence number xxM= acknowledgement with sequence number xxAseqsender = 0

Fig. 3. Scenario of incorrect behaviour of the example ABP.Clearly, the behaviour illustrated is incorrect; the message with sequence number 1is lost and not retransmitted. This is due to the fact that the sequence number of theacknowledgement is not checked. The error can be overcome by specifying guards inwhich the sequence numbers of the sender and the sequence number of theacknowledgement are compared. This yields the following new process messer (see lines79-81 of the Appendix):process messer[receiveack] (seqsender:Bit) : exit:=receiveack?ack:message;([is-equal(sequence(ack),seqsender)]fi exit[][is-not-equal(sequence(ack),seqsender)]fi messer[receiveack] (seqsender))endproc

2 1 In terms of definitions and uses the def of ’ack’ now has two corresponding p-uses.

2 2 4 . 2 Data-flow Oriented Test SelectionThe flowgraph representation of a behaviour expression facilitates the application ofdata flow oriented test selection criteria to the corresponding LOTOS specification byexposing the required information for establishing the associations between a def of avariable and those uses of variables that are influenced by that def. Several data floworiented test selection criteria have been proposed for software testing purposes, amongwhich the well-known ones are the all-uses [7, 20], all-du-paths [7, 20], required k-tuples[18], and context coverage [14] criteria. All of these criteria aim at selecting a set of pathsthat covers all occurrences of particular associations between definitions and uses in a givenflowgraph representation of a system. A particular collection of test data should then causethe execution of an implementation under test along the selected set of paths, which allowstesting the conformance of the data flow aspects of the implementation with respect to theintended system. The problem of how to select test data from the system’s input domain isleft outside the scope of this paper. The interested reader may refer to [7].Each of the above criteria can be adapted for the flowgraph representation of aLOTOS specification. In this paper, only the adaptation of the all-uses criterion [20] isdiscussed. This requires revisiting some terminology [20].A path (n1, n2, ..., nm) in a flowgraph G(N, E) is a finite sequence of two or morenodes in N, such that for all i, 1 £ i £ m—1, (ni, ni+1) ˛ E (m ‡ 2). A path (i1, ..., ik ) is asubpath of path (n1, ..., nm) if there exists a d, 0 £ d £ m—k, such that for all j, 1 £ j £ k, ij= nj+d. A path P1 is covered by a path P2 if P1 is a subpath of P2.A path (n1, n2, ..., nm—1, nm) is a def-clear path with respect to (wrt) a variable xfrom node n1 to node nm, or from node n1 to edge (nm—1, nm), if either m = 2 or m > 2 andthere are no defs of x at nodes n2 to nm—1. The def of a variable x at a node i, (dx)i, and theuse of x at a node j or on an edge (j,k), (ux)j or (ux)(j,k) respectively, form a def-use pair(du-pair), denoted as ((dx)i,(ux)j) or ((dx)i,(ux)(j,k)), if there exists a def-clear path wrt xfrom node i to node j or edge (j,k). For example, the def of the variable ok in i-node 59 andthe p-use of ok on r-edge (61,62) form a du-pair ((dok)59,(uok)(61,62)). All du-pairs of theABP specification in the appendix are given in Table 5. Note that reference is still made tothe erroneous ABP specification. This suffices for illustration purposes, although it iscommon practice to first eliminate any specification errors before applying a test selectioncriterion.

2 3 Let P be a set of paths for the flowgraph of a given behaviour expression, then adu-pair ((dx)i,(ux)j) (or ((dx)i,(ux)(j,k))) is covered by P if a def-clear path wrt x from nodei to node j (or edge (j,k)) is a subpath of a path in P. Formally, a set of paths P satisfies theall-uses criterion in the flowgraph of a given behaviour expression if each du-pair in theflowgraph is covered by P. A set of test paths satisfying the all-uses criterion for theexample ABP is given in Table 6.Table 5. DU-pairs for the example ABP.VariableD e f ( s ) U s e ( s ) seqsender1(dseqsender1)3(dseqsender1)30(cseqsender1)6(cseqsender1)30(cseqsender1)6(cseqsender1)30seqsender2(dseqsender2)6(cseqsender2)67seqreceiver1(dseqreceiver1)47(dseqreceiver1)66(cseqreceiver1)49(cseqreceiver1)66(cseqreceiver1)49(cseqreceiver1)66seqreceiver2(dseqreceiver2)49(cseqreceiver2)51seqreceiver3(dseqreceiver3)51(cseqreceiver3)70(cseqreceiver3)71(pseqreceiver3)(54,55)(pseqreceiver3)(57,58)datamsg1(ddatamsg1)4(cdatamsg1)6datamsg2(ddatamsg2)6(cdatamsg2)67datamsg3(ddatamsg3)62(cdatamsg3)65msg1(dmsg1)67(cmsg1)69msg2(dmsg2)70(dmsg2)71(cmsg2)68(cmsg2)68pdu2(dpdu2)56(dpdu2)59(cpdu2)62(cpdu2)62pdu1(dpdu1)69(cpdu1)56(cpdu1)59(ppdu1)(54,55)(ppdu1)(57,58)ack(dack)68ok(dok)56(dok)59(pok)(61,62)(pok)(63,64)(pok)(61,62)(pok)(63,64)

2 4 5ConclusionsWe have shown that the explicit identification of the desired flow of data within theallowed control flow expressed by a system specification in LOTOS facilitates static dataflow analysis based validation activities, namely, data flow anomaly detection and dataflow oriented test selection. The information required for both these validation activities isexplicitly provided by a flowgraph representation of the LOTOS specification.Table 6. Test paths for the example ABP.Test Pathdu-pairs covered(1,2,3,4,5,30,4,5,6)((dseqsender1)3, (useqsender1)30)((dseqsender1)30, (useqsender1)6)(1,2,3,4,5,30,4,5,30)((dseqsender1)3, (useqsender1)30)((dseqsender1)30, (useqsender1)30)(1,2,31,47,48,65,66,48,49)((dseqreceiver1)47, (useqreceiver1)66)((dseqreceiver1)66, (useqreceiver1)49)(1,2,31,47,48,65,66,48,65,66)((dseqreceiver1)47, (useqreceiver1)66)((dseqreceiver1)66, (useqreceiver1)66)(1,2,31,47,48,49,50,60,61,62,65)((dseqreceiver1)47, (useqreceiver1)49)((ddatamsg3)62, (udatamsg3)65)(1,2,3,4,5,6,7,8,9,10,67,34,35,38,69)((dseqsender1)3, (useqsender1)6)((dseqsender2)6, (useqsender2)67)((ddatamsg1)4, (udatamsg1)6)((ddatamsg2)6, (udatamsg2)67)((dmsg1)67, (umsg1)69)(1,2,31,47,48,49,50,51,52,53,54,55,70,41,42,45,68)((dseqreceiver1)47, (useqreceiver1)49)((dseqreceiver2)49, (useqreceiver2)51)((dseqreceiver3)51, (useqreceiver3)(54,55))((dseqreceiver3)51, (useqreceiver3)70)((dmsg2)70, (umsg2)68)(1,2,31,47,48,49,50,51,52,53,57,58,71,41,42,45,68)((dseqreceiver1)47, (useqreceiver1)49)((dseqreceiver2)49, (useqreceiver2)51)((dseqreceiver3)51, (useqreceiver3)(57,58))((dseqreceiver3)51, (useqreceiver3)71)((dmsg2)71, (umsg2)68)(1,2,31,47,48,49,50,51,52,53,54,55,56,60,61,62)((dseqreceiver1)47, (useqreceiver1)49)((dseqreceiver2)49, (useqreceiver2)51)((dseqreceiver3)51, (useqreceiver3)(54,55))((dpdu2)56, (updu2)62)((dok)56, (uok)(61,62))(1,2,31,47,48,49,50,51,52,53,57,58,59,60,61,62)((dseqreceiver1)47, (useqreceiver1)49)((dseqreceiver2)49, (useqreceiver2)51)((dseqreceiver3)51, (useqreceiver3)(57,58))((dpdu2)59, (updu2)62)((dok)59, (uok)(61,62))

2 5 (1,2,31,32,33,34,35,38,69,52,53,54,55,56)((dpdu1)69, (updu1)(54,55))((dpdu1)69, (updu1)56)(1,2,31,32,33,34,35,38,69,52,53,57,58,59)((dpdu1)69, (updu1)(57,58))((dpdu1)69, (updu1)59)(1,2,31,47,48,49,50,51,52,53,54,55,56,60,63,64)((dok)56, (uok)(63,64))(1,2,31,47,48,49,50,51,52,53,57,58,59,60,63,64)((dok)59, (uok)(63,64))

2 6 By identifying definitions and uses of variables, the flowgraph representation of aspecification provides the capability of detecting data flow anomalies which may indicatepossible errors in the specification. For the ABP specification in the appendix we haveshown that the analysis of such an anomaly can indeed lead to the detection of a seriouserror. It is important to detect specification errors at this early stage of the developmentprocess, since corrective actions for specification errors that are not detected untilimplementation and testing can be extremely costly.By exposing the relative location of definitions and uses of variables within theallowed control flow in a specification, the corresponding flowgraph representationprovides the capability of establishing the associations between each use of a variable andthose defs of variables which influence that use, and subsequently facilitates the applicationof data flow oriented test selection criteria to the specification. We have shown theapplication of the all-uses criterion to select a set of test paths for testing the data flowaspects of an implementation of a given LOTOS specification.The test paths selected to satisfy a particular test selection criterion within theflowgraph of a LOTOS specification correspond to particular traces of actions, which canbe obtained from the flowgraph by extracting the labels of the o-nodes and i-nodes in thesepaths. However, some of the resulting traces may not be executable because of theexistence of synchronization requirements. The traces must be embedded in executableaction sequences, i.e. the test sequences, in which these requirements are fulfilled.Moreover, some of the originating test paths may not at all be feasible due to predicates onthese paths which can never be satisfied. Unfortunately, the static nature of the analysisprovides insufficient means to anticipate accurately the dynamic evolution of a systembehaviour, a price which is in fact paid by any method relying on static information only[20]. It is, therefore, not always possible to algorithmically determine if a test path isfeasible and/or if a corresponding trace of actions is executable. Yet, in an attempt to copewith the question of feasibility and executability, two approaches that are naturally based onthe dynamic semantics of LOTOS are worth to consider. One of these approaches is theadaptation of the method employed in [7] which interactively selects a set of executable testpaths. The other approach is to take into account a goal-oriented operational semantics forLOTOS [9] in an inference system to direct the derivation of executable test sequences.

2 7 AcknowledgementsThis work was supported in part by the Telecommunications Research Institute ofOntario and the Natural Sciences and Engineering Research Council of Canada. We aregrateful to our colleagues, E. Brinksma, L. Logrippo, M. Haj-Hussein and J. Sincennes,for many valuable discussions and suggestions.References[1]P. Berlinguette and D. Gueraichi, �The Alternating Bit Protocol in LOTOS: "Textual"and "Graphical" Representations,� TR 88-25, Dept. of Comput. Sci., University ofOttawa, Ottawa, Ontario, Canada, Aug. 1988.[2]T. Bolognesi and E. Brinksma, �Introduction to the ISO specification languageLOTOS,� Comp. Networks ISDN Syst., vol. 14, 1987, pp. 25-59.[3]E. Brinksma, �A Theory for the Derivation of Tests,� in Protocol Specification,Testing, and Verification, vol. 8, S. Aggarwal and K. Sabnani, Eds., Elsevier:North-Holland, 1988, pp. 63-74.[4]A. Cavalli and Sung Un Kim, �Automated protocol conformance test generationbased on formal methods for LOTOS specifications,� in Proc. 5th Int. Workshop onProtocol Test Systems, Montr�al, Qu�bec, Canada, 1992.[5]T. Y. Cheung, Y. Wu, and X. Ye, �Generating test sequences and their degrees ofindeterminism for protocols (with application to LOTOS),� in Protocol Specification,Testing, and Verification, vol. 11, B. Johnsson, J. Parrow, and B. Pehrson, Eds.,Elsevier: North-Holland, 1991, pp. 278-293.[6] L.D. Fosdick and L.J. Osterweil, �Data flow analysis in software reliability,� ACMComput. Surveys, vol. 8, no. 3, 1976, pp.305-330.[7]P. Frankl and E. Weyuker, �An applicable family of data flow testing criteria,� IEEETrans. Softw. Eng., vol. SE-14, no. 10, 1988, pp. 1483-1498.[8]D. Guerachi and L. Logrippo, �Derivation of test cases for LAP-B from a LOTOSspecification,� in Proc. FORTE ’89, Vancouver, B.C., Canada, S. T. Vuong, Ed.,1989, pp. 489-508.[9]M. Haj-Hussein, L. Logrippo, and J. Sincennes, �Goal Oriented Execution forLOTOS,� in Proc. FORTE ’92, Lannion, France, M. Diaz and R. Groz, Eds., 1992,pp. 305-320.[10]M. S. Hecht, Flow Analysis of Computer Programs. New York: North-Holland,1977.[11]C. A. R. Hoare, Communicating Sequential Processes. Prentice-Hall, 1985.[12]J. C. Huang, �Detection of data flow anomaly through program instrumentation,�IEEE Trans. Softw. Eng., vol. SE-5, 1979, pp. 226-236.

2 8 [13]Open Systems Interconnection, �LOTOS - A Formal Description Technique Based onthe Temporal Ordering of Observational Behaviour, International Standard IS 8807,1989.[14]J. W. Laski and B. Korel, �A data-flow oriented program testing strategy,� IEEETrans. Softw. Eng., vol. SE-9, no. 5, 1983, pp. 347-354.[15]L. Logrippo, M. Faci, and M. Haj-Hussein, �An introduction to LOTOS: learning byexamples,� Comp. Netw. ISDN Syst., vol. 23, 1992, pp. 325-342.[16]L. Logrippo, A. Obaid, J.P. Briand, and M.C. Fehri, �An interpreter for LOTOS, aspecification language for distributed systems,� Softw. - Pract. and Exper., vol.18,no. 4, 1988, pp. 365-385.[17]R. Milner, A Calculus of Communicating Systems. LNCS 92, Springer-Verlag,1980.[18]S. C. Ntafos, �On required element testing,� IEEE Trans. Softw. Eng., vol. SE-10,no. 11, 1984, pp. 795-803.[19]L. J. Osterweil and L. D. Fosdick, �DAVE-A validation, error detection, anddocumentation system for Fortran programs,� Softw. — Pract. and Exper., vol. 6,1976, pp. 473-486.[20]S, Rapps and E.J. Weyuker, �Selecting software test data using data flowinformation,� IEEE Trans. Soft. Eng., vol. SE-11, no. 4, 1985, pp. 367-375.[21]J. H. Reif, �Data flow analysis of communicating processes,� in Proc. 6th AnnualACM Symp. Principles Progr. Lang., 1979.[22]R. N. Taylor and L. J. Osterweil, �A facility for verification, testing, anddocumentation of concurrent process software,� in Proc. COMPSAC ’78, Chicago,IL, 1978.[23]H. Ural, �Test sequence selection based on static data flow analysis,� Comp.Commun.,� vol. 10, no. 5, 1987, pp. 234-242.[24]H. Ural and B. Yang, �A Test Sequence Selection Method for Protocol Testing,IEEE Trans. Commun.,� vol. COM-39, 1991, pp. 514-523.[25]C. D. Wezeman, �The CO-OP method for compositional derivation of conformancetesters,� in Protocol Specification, Testing, and Verification, vol. 9, E. Brinksma, G.Scollo, and C.A. Vissers, Eds. Elsevier: North-Holland, 1989, pp. 145-158.[26]M. R. Woodward, D. Hedley, and M. A. Hennel, �Experience with path analysisand testing of programs,� IEEE Trans. Softw. Eng., vol. SE-6, 1980, pp. 278-286.

2 9 APPENDIXALTERNATING BIT PROTOCOL SPECIFICATION IN LOTOSspecification alternate [sendgate, receivegate]: noexitlibraryBitString, Boolean, Bitendlibtype data is BitString renamedby5sortnames datamsg for BitStringendtype (* data *)type mess is datasorts messageopns1 0 sequence: messagefiBit(*sequence number*)makepdu: datamsg, Bitfimessagemakeack: Bitfimessageis-equal: Bit, BitfiBoolis-not-equal: Bit, BitfiBool1 5 datamessage: messagefidatamsgeqnsforall m, n : Bit, msg : datamsgofsort Bitsequence(makeack(n)) = n;2 0 sequence(makepdu(msg,n)) = n;ofsort datamsgdatamessage(makepdu(msg,n)) = msgofsort Boolis-equal(n,m) = n eq m;2 5 is-not-equal(n,m) = n ne m;endtype (* mess *)type time issorts timopns3 0 timestart:fitimexpired:fitimreset:fitimendtype (* tim *)behaviour3 5 hide sendpdu, receivepdu, sendack, receiveack in(sender [sendgate,sendpdu,receiveack] (0 of Bit)| [sendpdu,receiveack] |( (medium [sendpdu,receivepdu] ||| medium [sendack,receiveack])| [sendack,receivepdu] |4 0 receiver [receivegate,receivepdu,sendack] (0 of Bit)))whereprocess medium [ ingate, outgate] : noexit :=4 5 ingate ?msg : message;((i; medium [ingate,outgate])(* loss *)

3 0 []outgate !msg; medium [ ingate,outgate](* regular delivery *))5 0 )endproc (* medium *)process sender [sendgate,sendpdu,receiveack] (seqsender : Bit) : noexit :=sendgate ?datamsg : datamsg;(safemesser [sendpdu,receiveack] (datamsg, seqsender)5 5 >>sender [sendgate,sendpdu,receiveack] (Succ(seqsender)))whereprocess safemesser [sendpdu,receiveack] (datamsg : datamsg, seqsender : Bit) : exit :=6 0 hide tm in((tm !timestart;sendpdu !makepdu(datamsg, seqsender);( (messer [receiveack]>>6 5 tm !reset; exit)[>( tm !expired; exit>>7 0 safemesser [sendpdu,receiveack] (datamsg, seqsender))))|[tm]|7 5 timer [tm])whereprocess messer [receiveack] : exit :=receiveack ?ack : message; exit8 0 endproc (* messer *)process timer [tm] : exit :=tm !timestart;(i;tm ! expired; exit8 5 [>tm !reset; exit ))endproc (* timer *)endproc (* safemesser *)9 0 endproc (* sender *)process receiver [receivegate,receivepdu,sendack] (seqreceiver : Bit) : noexit :=safeacker [receivepdu,sendack] (seqreceiver)>> accept datamsg : datamsg in(receivegate !datamsg;9 5 receiver [receivegate,receivepdu,sendack] (Succ (seqreceiver)))where

3 1 process safeacker [receivepdu,sendack] (seqreceiver: Bit) : exit(datamsg) :=acker [receivepdu,sendack] (seqreceiver)1 0 0 >> accept pdu : message, ok : Bool in([ok] fi exit (datamessage (pdu))[][not (ok)] fi safeacker [receivepdu,sendack] (seqreceiver))1 0 5 whereprocess acker [receivepdu,sendack] (seqreceiver : Bit) : exit (message, Bool) :=receivepdu ?pdu : message;([is-equal (sequence(pdu),seqreceiver)] fisendack ! makeack(seqreceiver);exit(pdu,true)1 1 0 [][is-not-equal (sequence(pdu), seqreceiver)] fisendack !makeack(Succ(seqreceiver));exit(pdu,false))endproc (* acker *)1 1 5 endproc (* safeacker *)endproc (* receiver *)endspec (* alternate *)